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Learn to defend crucial ICS/SCADA infrastructure from devastating attacks the tried-and-true Hacking
Exposed way

This practical guide reveals the powerful weapons and devious methods cyber-terrorists use to compromise
the devices, applications, and systems vital to oil and gas pipelines, electrical grids, and nuclear refineries.
Written in the battle-tested Hacking Exposed style, the book arms you with the skills and tools necessary to
defend against attacks that are debilitating—and potentially deadly.

Hacking Exposed Industrial Control Systems: ICS and SCADA Security Secrets & Solutions explains
vulnerabilities and attack vectors specific to ICS/SCADA protocols, applications, hardware, servers, and
workstations. You will learn how hackers and malware, such as the infamous Stuxnet worm, can exploit
them and disrupt critical processes, compromise safety, and bring production to a halt. The authors fully
explain defense strategies and offer ready-to-deploy countermeasures. Each chapter features a real-world
case study as well as notes, tips, and cautions.

Features examples, code samples, and screenshots of ICS/SCADA-specific attacks●

Offers step-by-step vulnerability assessment and penetration test instruction●

Written by a team of ICS/SCADA security experts and edited by Hacking Exposed veteran Joel Scambray●
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From reader reviews:

Doris Moreno:

The book Hacking Exposed Industrial Control Systems: ICS and SCADA Security Secrets & Solutions give
you a sense of feeling enjoy for your spare time. You may use to make your capable more increase. Book
can to get your best friend when you getting tension or having big problem with the subject. If you can make
looking at a book Hacking Exposed Industrial Control Systems: ICS and SCADA Security Secrets &
Solutions being your habit, you can get more advantages, like add your capable, increase your knowledge
about many or all subjects. You may know everything if you like wide open and read a publication Hacking
Exposed Industrial Control Systems: ICS and SCADA Security Secrets & Solutions. Kinds of book are a lot
of. It means that, science publication or encyclopedia or other individuals. So , how do you think about this
book?

Grace Robinson:

The book Hacking Exposed Industrial Control Systems: ICS and SCADA Security Secrets & Solutions can
give more knowledge and information about everything you want. Exactly why must we leave the great thing
like a book Hacking Exposed Industrial Control Systems: ICS and SCADA Security Secrets & Solutions?
Wide variety you have a different opinion about reserve. But one aim which book can give many data for us.
It is absolutely suitable. Right now, try to closer along with your book. Knowledge or info that you take for
that, you are able to give for each other; it is possible to share all of these. Book Hacking Exposed Industrial
Control Systems: ICS and SCADA Security Secrets & Solutions has simple shape nevertheless, you know: it
has great and big function for you. You can search the enormous world by open up and read a e-book. So it
is very wonderful.

Matthew German:

Spent a free time for you to be fun activity to accomplish! A lot of people spent their leisure time with their
family, or their particular friends. Usually they undertaking activity like watching television, planning to
beach, or picnic from the park. They actually doing ditto every week. Do you feel it? Do you wish to
something different to fill your current free time/ holiday? Could possibly be reading a book is usually option
to fill your free time/ holiday. The first thing that you will ask may be what kinds of book that you should
read. If you want to try look for book, may be the publication untitled Hacking Exposed Industrial Control
Systems: ICS and SCADA Security Secrets & Solutions can be very good book to read. May be it may be
best activity to you.

Harold Young:

Many people spending their time period by playing outside having friends, fun activity along with family or
just watching TV 24 hours a day. You can have new activity to shell out your whole day by reading a book.
Ugh, think reading a book can definitely hard because you have to accept the book everywhere? It okay you



can have the e-book, bringing everywhere you want in your Touch screen phone. Like Hacking Exposed
Industrial Control Systems: ICS and SCADA Security Secrets & Solutions which is having the e-book
version. So , try out this book? Let's view.
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